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* Machine learning and Big Data
* Algorithmic bias
* Predictive privacy

* Conclusions/questions
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Face recognition accuracy of forensic examiners,
superrecognizers, and face recognition algorithms

P. Jonathon Phillips*', Amy N. Yates®, Ying Hu®, Carina A. Hahn®, Eilidh Noyes®, Kelsey Jackson®, Jacqueline G. Cavazos®,
Géraldine Jeckeln®, Rajeev Ranjan®, Swami Sankaranarayanan®, Jun-Cheng Chen?, Carlos D. Castillo, Rama Chellappa®,

David White®, and Alice J. O'Toole®
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Which photo is a real person?
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Where does Big Data come from?
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How big is “big”?

1 Zetabyte = 1,000,000,000,000,000,000,000 bytes
Current Global DataSphere is about 50 ZB




What could go wrong?

Algorithmic bias

Predictive privacy
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Privacy definitions

“the quality or state of being apart from company or observation”
— Merriam-Webster Dictionary

“the ability of an individual or group to express themselves selectively.”
— Wikipedia



Face recognition
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The Secretive Company

That Might End Privacy as
We Know It

A little-known start-up helps law enforcement match photos
of unknown people to their online images — and “might lead
to a dystopian future or something,” a backer says.

By Kashmir Hill Jan. 18, 2020

 Class-action lawsuit filed against
controversial Clearview Al startup

Plainuifs claim New York startup brc lINOIS privacy laws re




Predictive privacy

Predict private information using machine learning
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' How Companies Learn Your Secrets '

By Charles Duhigg

Feb. 16. 2012 Antonio Bolfo/Reportage for The New York

Times




' AOL Proudly Releases Massive Amounts of Private |
Data

Michael Arrington

Search queries from user 4417749
* “numb fingers”

. 160 singlo on’ A Face Is Exposed for AOL
* “dog that urinates on everything” Searcher NO. 44]7749

* “landscapers in Lilburn, Ga”
* “homes sold in shadow lake subdivision
gwinnett county georgia.”

By Michael Barbaro and Tom Zeller Jr.

Aug. 9, 2006




Private traits and attributes are predictable from

digital records of human behavior

Michal Kosinski*', David Stillwell®, and Thore Graepel®
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Privacy is essentially contested



Orwell got a few things wrong...

The role of computers
Surveillance by non-state actors

Indiscriminate data collection



Discrimination/Privacy outlook

* Successes
e 2020 Census will use differential privacy
* General Data Protection Regulation (GDPR), effective 25 May 2018
e California Consumer Privacy Act (CCPA), effective 1 Jan 2020

* Suggestions
* Know your rights in California
* Consider using an ad blocker, disable 3™ party cookies
* Use other sources of information besides the Internet (go to the library!)
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